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4 . Important Notes
Legal Principles

1 Important Notes

To ensure fast installation and start-up of the units described in this manual,
we strongly recommend that the following information and explanations are
carefully read and adhered to.

1.1 Legal Principles

1.1.1 Copyright

This manual including all figures and illustrations contained therein is subject
to copyright. Any use of this manual which infringes the copyright provisions
stipulated herein, is not permitted. Reproduction, translation into other
languages and electronic and photographic archiving and amendments require
the written consent of WAGO Kontakttechnik GmbH & Co. KG, Minden.
Non-observance will entail the right of claims for damages.

WAGO Kontakttechnik GmbH & Co. KG reserves the right to enact changes
that serve technical progress. All rights developing from the issue of a patent
or the legal protection of utility patents are reserved by WAGO
Kontakttechnik GmbH & Co. KG. Third-party products are always indicated
without any notes concerning patent rights. Thus, the existence of such rights
must not be excluded.

1.1.2 Personnel Qualification

The use of the product described in this manual is exclusively geared to
specialists having qualifications in PLC programming, electrical specialists or
persons instructed by electrical specialists who are also familiar with the
appropriate applicable standards. WAGO Kontakttechnik GmbH & Co. KG
declines any liability resulting from improper action and damage to WAGO
products and third-party products due to non-observance of the information
contained in this manual.

1.1.3 Intended Use

For each individual application, the components are supplied from the factory
with a dedicated hardware and software configuration. Modifications are only
admitted within the framework of the possibilities documented in the manuals.
All other changes to the hardware and/or software and the non-conforming use
of the components entail the exclusion of liability on the part of WAGO
Kontakttechnik GmbH & Co. KG.

Please direct any requirements pertaining to a modified and/or new hardware
or software configuration directly to WAGO Kontakttechnik GmbH & Co.
KG.

-}
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1.2 Symbols

DANGER

Always observe this information to protect persons from injury.

NOTICE

Always observe this information to prevent damage to the device.

NOTE

Marginal conditions that must always be observed to ensure smooth

.operation.

ESD (Electrostatic Discharge)

Warning of damage to the components through electrostatic discharge.
Observe the precautionary measure for handling components at risk of
‘electrostatic discharge.

Note

Routines or advice for efficient use of a device and software optimization.

Additional Information
References to additional literature, manuals, data sheets and INTERNET

pages.

1.3 Number Notation

Number code |Example Note

Decimal 100 Normal notation

Hexadecimal 0x64 C notation

Binary '100' In inverted commas,
'0110.0100 nibbles separated by dots (.)

WAGO-I/O-SYSTEM 750
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Safety Information

1.4 Safety Information

NOTICE
Switch off the power before replacing any components!

In the event of deformed contacts, the module in question is to be replaced, as
its functionality can no longer be ensured on a long-term basis.

The components are not resistant against materials having seeping and
insulating properties. Belonging to this group of materials are: e.g., aerosols,
silicones, triglycerides (found in some hand creams).

If it cannot be ruled out that these materials appear in the component
environment, then additional measures are to be taken:

- Installation of the components in an appropriate enclosure.

- Handling of the components only with clean tools and materials.

NOTE
Soiled contacts may only be cleaned with ethyl alcohol and a leather cloth. In
.doing so, attention must be paid to the ESD information.

Do not use contact sprays, which in extreme cases could impair the operation
of the contact.

The WAGO-1/0-SYSTEM 750 and its components are an open system. It
must only be assembled in housings, cabinets or in electrical operation
rooms. Access must only be given via a key or tool to authorized, qualified
personnel.

The relevant valid and applicable standards and guidelines regarding the
installation of switch cabinets must be observed.

ESD (Electrostatic Discharge)

The modules are equipped with electronic components that may be destroyed
by electrostatic discharge. When handling the modules, ensure that the items
‘in the environment (personnel, workplace and packaging) are well grounded.
Do not touch conducting parts; e.g., gold data contacts.

1.5 Scope of Validity

This quick-start manual describes the programming of the 750-872 controller
as the master of an outstation as defined by IEC 60870-5-101 and -104 with
some basic modules from the WAGO-1/O-SYSTEM for telecontrol.

Detailed information relating to handling, assembly and start-up is described
in the "Ethernet TCP/IP 750-872" and "WAGO-1/0-PRO CAA" manuals. This
documentation is therefore only valid in conjunction with the appropriate
manuals.

-}
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Additional Information:

You will find the "Ethernet TCP/IP 750-872" and "WAGO-1/0-PRO CAA"
manuals on the "WAGO-1/0-PRO CAA" CD (759-911), on the
"ELECTRONICC Tools & Docs" CD (Item No.: 0888-0412/0001-0101) and
on the Internet at: www.wago.com

WAGO-I/O-SYSTEM 750 o
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8 Quick-Start Guide
Hardware Design

2 Quick-Start Guide

2.1 Hardware Design
Build up the node as follows (from left to right):
750-872; 750-400; 750-501; 750-461; 750-600.

Connect the 24V DC power unit to the supply (24V and 0V) for the controller
and for the power contacts (see Fig. 1).

For the application used in the example, it is sufficient to connect a jumper
between "24V" and "+" and between "0V" and "-".

-
enwerner (o1 o2 Status
Oum veltage supply
: e -System
Fiai:hu::- @us (I Peower jumer centacts
;ITI?mm Ons — Data contacts
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Cenfiguration = -
f‘“d rogramming - Power jumper contacts
inferface
Fig. 1: Connections for the 750-872 controller
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Ethernet Network Start-Up
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Fig. 2: Node with the 750-872 telecontrol fieldbus controller

2.2 Ethernet Network Start-Up

The IP address is conveniently assigned using the serial programming cable
provided and the "WAGO Ethernet Settings" program. Connect your PC to the
node's configuration and programming interface. Install the "WAGO Ethernet
Settings™ program. You will find it on the "Tools & Docs" CD as well as on
the WAGO website under Service Downloads Software. After starting, the
program will determine the current node settings.

WAGO-I/O-SYSTEM 750 e
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Ethernet Network Start-Up

liz WAGO Ethernet Settings

Yersion 4.0.3

WAGQO Ethernet Settings
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Fig. 3: WAGO Ethernet Settings

If the connection should time out, you can force the display to update with
"Identify". If the problem should persist, check the COM port setting and the

cabling.

wAacGo'
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An IP address always consists of a network and a computer address; the
network mask determines which bits belong to the network address and which
do not.

Internet Protocol {TCP/IP) Properties i ﬂ_’ﬂ

General I

You can get IP settings assigned automatically if your network supports
thiz capability. Othensize, you need ta azk pour network. adrinistrator far
the appropriate [P zettings.

" Obtain an IP address automatically

—i{* Use the following IP address:

IP address: 192 168 . 0 . 44
Subnet maszk; I 285 . 255 . 2595 . 0O
Default gateway: I : : :

€ [Ibtain DN server addiess automatically

—% Use the following DMS server addresses:

Prefermed DMS server I ; ; ]
Alternate DNS server: I . . .
Advanced... |
(i]4 I Cancel |

Fig. 4: Setting the PC network address under Windows

IP address :192.168. 0.44
SubNetMask : 255.255.255.0

Network address : 192.168. 0. Computer address: 44

Select a free computer address from the local network. You can identify the
network address of your PC under "Start" - "Settings" - "Network and Dial-
up Connections" = "LAN Connection™ = "Properties".

To do this, highlight the Internet protocol (TCP/IP) in the drop-down list box
and press the "Properties” button.

NOTE:
The double assignment of IP addresses can lead to serious network errors.

WAGO-I/O-SYSTEM 750 o
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Switch to the "TCP/IP" tab and enter an IP address for the node. Then transfer
the change to the node with "Write".

lix WAGO Ethernet Settings *

WAGO Ethernet Settings
Yersion 4.0.3

A |B= =

®© W 3 &

E xit |dentify Write Beset Default Estract Format COmM1
750-872. WAGD CoRuiaiT=REAI gt y] |
= [ TopaP [ Rl wirites current settings to the
| Gammony W2 connected fieldbus device, |
) Addreszes from; (%) Uze following addresses:
IPiAddress | 192 . 168 . 0 3 || callwem
Subrethask: | 285 . 255 . 255 . O |
(3 ateway: | o . o . 0o . 0 |
Prefered DMS-Server: | Boe i B & 0 |
Alternative DMS-Server ! o . o0 .0 .o |
Fieldbuz coupler successfully identified ...-...-..

Fig. 5: IP address settings for the 750-872 controller

Now connect the node to the Ethernet network. Either directly with a
crossover cable to a PC or with a 1-to-1 patch cable to a hub or switch.

NOTE:

Alternatively, the IP address for the controller can also be assigned with the
"WAGO BootP Server" instead of with "WAGO Ethernet Settings”. The
address is assigned via the Ethernet interface on the device. A separate serial
cable is not then necessary. However, the transferred IP address is only used
temporarily. To save this permanently, the BootP protocol must also be
deactivated in the Web-Based Management (WBM).

To test the connection, open the "DOS Shell" with "Start" - "Programs™ -
"Accessories" = "Input prompt” and set off a PING on the IP address of the
node.

wAacGo'
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Ethernet Network Start-Up
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Fig. 6: Testing the connection to the 750-872 telecontrol controller with "PING"
If the node does not answer, please contact your network administrator.

All settings can be viewed and changed using Web-Based Management
(WBM). To use this, start your browser and enter http:// in the URL line,
followed by the IP address of the node (for example: http://192.168.0.3).

The integrated web server will then return the following website.

Ty WAL Eiivereed Web-Hasedl Manappermend - Alicressis bniemel Explorer

Web-based Management

Mavigation

—= Information
—= Etharrel

- TCPAP
e

= SNMP
—= ‘Watchdog
—= Clock

= Sacurity

= Modbus

= PLC

— Features
— Ic--:ﬂl.'ﬂ'ln
—= Wakisu

Fig. 7: WEB server homepage

When a proxy server is used, this must be bypassed for local addresses. You
will find information on bypassing the proxy server for local addresses in your
browser Help under Proxy servers or LAN settings.

WAGO-I/O-SYSTEM 750 o
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Installing the WAGO Target System for CoDeSys

The configuration sites linked via Hyperlinks require a login. In the default

state the following users are defined:

User Password
admin wago

user user
guest guest

Fig. 7: Users and passwords of the 750-849 controller's web server

2.3 Installing the WAGO Target System for CoDeSys

The following installation is only to be carried out when a CoDeSys version
below 2.3.9.7 is used. From CoDeSys Version 2.3.9.7, the WAGO target

system is already included in the installation.

To install the WAGO target system, the installation file (Customer.exe) must
first be downloaded and saved in any folder. The installation program must
then be run by double-clicking on Customer.exe.

The installation will start and the following two windows will be seen one
after the other; when neither of the two windows is displayed, the installation

is complete.

WaAGO TSP Setup is preparing the InstallShield(R)
‘wizard which will guide pou thraugh the rest of the
= gptup process. Please wait

99 %

Fig. 8: Installation of WAGO target system for CoDeSys 1/2

g Installing *WAGD target support package.

Fig. 9: Installation of WAGO target system for CoDeSys 2/2

wAacGo'
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Installing the WAGO Target System for CoDeSys

Create a copy of the link to CoDeSys and open the "Properties” from the
context menu (right mouse button).

In the newly opened window you must enter a ""space” and "-remote" in the
"Target" box after (...\CoDeSys V2.3\Codesys.exe*).

CoDeSys ¥2.3 Propetties M 21|

General  Shortout | Securilyl

iﬁ CoDeSys W23

Taraqet type: Application

Target lozation: ColleSys W23

Tarqget: SoftwarehCoDeSys V2 MCodesys. exe’ -remaote)

[¥ Hur i separate memony space | Fun as different user

Start in: |"C:'\F'rogram Files"waG0 Software\CoDeSps W2,

Shortcut key: |N0ne

Rur: INormaI window j

Comment: |

Find Target... | Ehangelcon...l

QK I Cancel | Apply |

Fig. 10: Properties for the copy of CoDeSys V2.3

The settings are saved by clicking "Apply" and the window is closed by
clicking "OK".

WAGO-I/O-SYSTEM 750 o
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2.4 Telecontrol with CoDeSys 2.3

Prerequisite: The WAGO-1/0-PRO CAA software (CoDeSys) and the
WAGO target system must be installed correctly.

You can start a new project with "File" > "New".
A brief example is shown below:

Before programming the 750-872, the controller must be selected in the
"Target system settings"” dialog window.

x
Cofiguation. | ~ | ok | cancel |

Fig. 11: Target system settings
Please select "WAGO _750-872" as the target system.

In the next dialog window, the selected target system must be confirmed with
IIOKII.

If you do not want to write your own program as an addition to the program
generated by the configurator (to IEC 60870), as is the case in this example,
you can press "Cancel™ in the next window.

In this example, you must press "OK" in the next dialog window and select the
programming language "FUP" in the following window and accept it with
"OK"_

Switch to the "Resources” tab and here go to "PLC configuration”.

~=lof x|

Settings |

== Fieldhus variahles(F <]

Automatic caleulation of addiesses; &
Check foroverlspping addiesses: [&i

Save configuration fles in project: u

| o

Fig. 12: WAGO-1/0-PRO CAA, PLC Configuration

wWAGD WAGO-I/O-SYSTEM 750
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Highlight the entry "K-Bus[FIX]" in the PLC configuration, open the context
menu with the right mouse button and select "Add sub-module™. This will
open the 1/0O configurator.

1/0-Configuration @
Humber of IO Madules: 1]
IfO Module Catalogue: Selected I/O Modules:
+{_] Digital Tnput |1 k-Bus
+-1 Digital Output
+-{] Analog Input Q J
41 Analog Output =
] D Counter
+{_] Serial Interface
+{_] Special Interface
Data Sheet
Import
Export
Ok | Cancel

Fig. 13: WAGO-1/0-PRO CAA, 1/0O configuration

In the example application, as described in section 2.1, only one digital input
module 750-400, one digital output module 750-501 and one analog input
module 750-461 have been plugged into the 750-872 controller. The 750-600
end module is plugged in at the extreme right.

Consequently, now first select the module 750-400 from the "I/O Module
Catalog" under “Digital Input” on the left-hand side and transfer it to the right-
hand side in your selection using the "Insert™" button.

Then select the module 750-501 from the "1/O Module Catalog™ under
“Digital Output” on the left-hand side and likewise transfer it to the right-hand
side in your selection using the "Insert" button.

Then select the module 750-461 from the "1/O Module Catalog"” under
“Analog Input” on the left-hand side and likewise transfer it to the right-hand
side in your selection using the "Insert" button.

If you want to delete modules from your selection, then highlight the module
concerned on the right-hand side and press "Delete".

You can change the position of a module in your selection by highlighting the
module and moving it up or down with the arrow buttons on the right-hand
side of the window.

WAGO-1/O-SYSTEM 750 m=ﬂ®

Telecontrol Quick-Start Manual
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Telecontrol with CoDeSys 2.3

The 750-600 end module is not specified in the "1/O Configuration”.
Next confirm your selection with "OK".

For each I/0 module, under module parameters, you can now assign whether
the module outputs are to be written by the controller (PLC) or by a specified
Ethernet protocol (Fieldbus 1 = Modbus/TCP or Fieldbus 2 = Ethernet/IP)
(Fig. 11).

1=k
BE--Hardwate configuration = -
s i K-Bus(FIH Base parameters  Module parameters | Description |

[ {0750-0400 2 DI 24 ¥ DC 3.0ma[vaAR]

0750-0501 2 DO 244 DC 0.54[VAR)] e T [vale | Delait [ Min.
0750-0461 2 Al PT100 (RTD)[VAR] PAAssignment FIC =JFLC

ieldbus variables[FIx]

A o |

Fig. 14: WAGO-1/0-PRO CAA, 1/0O configurator
In the example, the value "PLC" is to be used for the moment.

The 1/0 configurator now shows the addresses of each channel on the module,
that is to say each individual bit/word.

o]

E--Hardware configuration ﬂ

Bl E{; k- Bus[FI¥

i0750-0400 2 DI 24 ¥ DC 3.0ms[VAR]

ATl DY BOBEEFChEL Digitalinput Index I Mame | Walue | Default | hin. | Mz

- g AT 9IK2 .1 BOOL, ¢ Ch_2 Digital input * 10000 FAdasigrment FLC = FLC

0750-0501 2 DO 24V DC 0.54AR]

e o AT %QX0.0; BOOL; (* Ch_1 Digital outpu

= AT %QX0.1: BOOL; (* Ch_2 Digital gutpu

0750-0461 2 &1 PT100 (RTOOMSR]

4= AT IO INT, * Ch_1 signed Inputvalu
- e AT S INT, * Ch_2 signed Inputvalu

--------- EE Fleldbus variables[FIx

-
Base parameters  Module parameters | Descriptionl j

sl s B

Fig. 15: WAGO-1/0-PRO CAA, /0 configurator with 750-400, 750-501 and 750-461

wAacGo'
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If you click the address designation in front of the word "AT" with the left
mouse button, a label will open in which a variable name can be entered
(Fig. 13).

T
E---Hardware configuration il
E||Tj] K-BuslFI Ease parameters |

B -[} 0750-0400 2 01 24 % DC 3.0msVAR]
@DIXZD: BOOL; * Ch_1 Digital input %
e g AT %[¥2.1: BOOL; ¢ Ch_2 Digital input * Comment: lChj Digital input
0740-0501 2 DO 24v DC 0.5ANAR]
= AT %G00 BOOL; ¢ Ch_1 Digital outpu
= AT %0X0.1: BOOL; {* Ch_2 Digital outau G |
0750-0451 2 Al PT100 (RTD)VAR] Gine: 1
4= AT %IW0: INT, (* Ch_1 signed Inputvalu
e g AT %01 INT; (* Ch_2 signed Inputvalu Default identifier
-...... 5 Fialdbus varlables|FI¥]

Channelld: 2010200001

i LILI

Fig. 16: WAGO-1/0-PRO CAA, Variable declaration in the 1/O configurator

Now enter the following variable names:

Start (for address %1X2.0)

Valvel closed (for address %1X2.1)
Valvell_open (for address %QX0.0)
Valvel2_open (for address %QX0.1)
Temperaturel (for address %IW 0)
Temperature2 (for address %W 1)

The configuration generator for telecontrol according to IEC 60870-5 can be
activated by clicking with the right mouse button on "Hardware configuration™
and selecting "Add IEC 60870-5 config" from the context menu.

1ol x|

Settings |
Calculate addresses
cut R Ut Lutomatic: calculation of addesses: [
Copy Cirl+C Eheck for averlapping addiesses: ]
Paste |+ utpu
. Delete Del utpu Save configuration files in project: [
0750-0461 2 A PT100 (RTDO[YAR]
e g AT S0 INT; ¢ Ch_1 signed Inputvalu
e g AT %l INT, (F Ch_2 signed Inputvalu
g Fieldbus variables[FIX]

o | b

Fig. 17: Adding IEC 60870-5 Config

WAGO-I/O-SYSTEM 750 o
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This produces another sub-item "IEC 60870-5-Config[VAR]" in the system
configuration. Clicking this item opens a new window in which 2 tabs are
shown. Now open the "IEC 60870 - Config" tab.

BT L Canligur ation = B [= 1]
B —Hardwars confguraion -
BE— 8 k-BusiFig Hase pacaneiery  1EC 50T ':am|
B OTS0-0400 201 74 Y D 3 OmsvaR] Erenaiir s (el | i | bl fi= ESMin [ia5=
kb T - Y
dm Btari AT %I42.0. BOGL, ~Ch_1 |Wishwy Bufter S2m E
4= Valel_Closed AT B3 1 BOC Clock sprchonemtion SHTF -
=] OFR0-0801 2 D0 2V DC 0 S | ECEDERILT sk 1Fud T | E] [r2200s
=+ Valsa!_Dpan AT %G00 BO0I ECEDINT 2 | Pao | Tine] | =l [[#20n:
= Vabe2_0pan AT %0001 B0 [T k. | P | T E =2 [0
B OTS0-0461 2 &1 PT100 (RTDHMAR b et Lo L | { B 12200
4= Tampseaiura] AT SMD: INT, [* Mo warishis declysson Jyoe =]
4= Tomperatenl AT BMI1: INT, 7
fim Flalibus wariah ke
|ECRIET0- 5 KomgDiR]
100 Dalersativats [se1a] A TR Fooe s Wi
(T r—— ey DO 53 J b 1
¢ DEL
Gienesisln
Coda
Expent SML
I-.- 1000

| -Iﬂ

Fig. 18: PLC configuration

The basic settings for telecontrol according to IEC 60870-5 can now be made
in this window. Set the "Create variables automatically™ option to "no".

This window must also be used to define the communications protocol with
which communication is to be set up with the data server.

A choice can be made from the following communications protocols:
101 via the serial interface [Serial]
104 via the RJ-45 interface [TCP/IP]

2.4.1 Communication via the RJ-45 Interface [TCP/IP]

Highlight the required interface to the data server in the bottom left-hand box,
in this case "104 Data servers [TCP/IP]", and click the "ADD>>" button
between the bottom two boxes in order to select the communications interface.
The interface "IEC60870_Server104 [001.000 = 1]" will appear in the bottom
right-hand box under "IEC60870 configuration®.

To remove an interface which appears in the right-hand window, the interface
can be selected in this window and removed by clicking the "<<DEL" button
between the two windows.

Settings can be adjusted by highlighting the interface in the bottom right-hand
window. These are not relevant for this Quick-Start manual.
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Fig. 19: IEC 60870 settings — Config Ethernet

The various information objects can now be selected by highlighting the
appropriate information object and adding it by clicking the "ADD>>" button
between the two bottom windows. In this example, the information object
"<1> Individual message" is selected. The message then appears in the right-
hand window as "IEC870 _01M_SP_NA [0001.001.001 = 65793]". In order to
assign a variable to the message it must be highlighted.
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Fig. 20: Message settings - Ethernet

The variable is assigned to the message under the item SPI [BOOL]. Any
variable or an input or output module variable can be declared here. If a
variable has not yet been created, a tick must be placed after the name of the
variable against "Create variables automatically". As no further variables are

WAGO-1/O-SYSTEM 750 IVAEB®

Telecontrol Quick-Start Manual




22

Quick-Start Guide
Telecontrol with CoDeSys 2.3

to be interrogated for this message, no variables must be ticked after the

following items:

BL [BOOL], SB [BOOL], NT [BOOL] and IV [BOOL].
e
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Fig. 21: Setting the variables for Ethernet messages

In the case of the message setting for "< 9> Measurement, normalized", the
variable for an analog input; e.g., "Temperature", must be specified after the
item NVA[INT]. An individual command "<45> Individual command" should
also be included with the "SCD (BOOL)" variable "Valve2_open".

Base parameters IEC 60870 - Config |

Address Info-Objects [A101..211..3]

1

SCO(BOOL)

WalveZ Up

101 Datenservers [seniell]
104 Datenservers [TCP/AP)

ADD >

<< DEL

Generate
Code

Export XML

I ¥1.00.01

1

V¥ Automatic variable declaration

11

[ % 1ECB0870 Konfiguration
i [ECBOS70_Server!04 (001.000 = 1)
5% |ECB70_0TM_SP_NA (001,001,001 = 657

4]

4 (001.001.001 = 65,
A [0071.001.001 = B57]

Fig. 22: Settings - Ethernet commands
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The finished functions can now be generated from the stored entries using the
"Generate Code" button between the two bottom windows.

The priority and the cyclic interval for calling the programs generated by the
configuration generator ("IEC60870_ServerPRG_1 104 (PRG)" and
"InitAction™) can be set under "Task configuration” on the "Resources" tab.

| rakconiiguration -1 ]
= ﬂ Task configuratan i'

Tackaltriabey
4 System events |

B {E IECE0ETOTEsk Hame i'p.l _PRG
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{&)| FLC_PRG

il
T,?u

1= oy

" freewhesing

T inggeied by greni
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Progetiss
Inlerval e.g 1H200m:] 1T HZ0ms -
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Senslivity |
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Fig. 23: Task configuration

By automatically creating the new task, the normal program "PLC_PRG
(PRG)" will no longer be called/processed. To rectify this, an additional task
must also be generated for the "PLC_PRG (PRG)".

To do this, click on "Task configuration” with the right mouse button and
select "Add task™ from the context menu. A new task will now be created and
immediately opened for the settings to be made. The name PLC_PRG, for
example, can be entered under Name in Task Properties. The call interval
should be set to "Cyclic" with a time of "t#20ms".

Now click on the newly created task with the right mouse button and select
"Add program call”. The appropriate program (PLC_PRG) can now be
selected by clicking on the button with the three dots.

Please continue with section 2.5 "*Creating a program* for PLC_PRG.
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2.4.2 Communication via the Serial Interface

Highlight the required interface to the data server in the bottom left-hand box,
in this case "101 Data servers [serial]", and click the "ADD>>" button
between the bottom two boxes in order to select the communications interface.
The interface "IEC60870_Server101 [001]" will appear in the bottom right-

hand box under "IEC60870 configuration®.

1
]
Il Ix

I
Base parameters  [EC B0S70 - Config |

Execution time [default | short | long] H2s |m5EIDms 5z
History Buffer Size 32
Clock synchronization SNTP -
|ECEOB70 [Task | Prio | Time] |ECEOBTOT ask1 T 20 H20ms
|ECEO870 [T ask | Prio | Time] |ECROBT0T ask2 || H20ms
|ECEO870 [Task | Prio | Time] |ECE0B70T a5k <[22 tH#20ms
IECEO870 [T ask | Prio | Time] |ECROATOT askd ~||23 H20ms
Automatic variable declaration ves z

101 Datens g

zeriell]
104 D atenservers [TCI

PP

L ADD >

e WEL

Generate
Code

Exzport #ML|

|V1 00.01

Fig. 24: IEC 60870 settings - Config with serial

ﬁ |IECEOS70 Konfiguration
sz [ECBOBTO_Server1 01 (001.001 = 257)

To remove an interface which appears in the right-hand window, the interface
can be selected in this window and removed by clicking the "<<DEL" button

between the two windows.
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Highlight the interface in the bottom right-hand window. The various
information objects will now be displayed in the left-hand window, and at the
top there will be several setting options, which must be set as can be seen in
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Fig. 25: Settings for the serial interface in CoDeSys

Now add the appropriate message type by highlighting and clicking the
"ADD>>" button between the two bottom windows.

In this example, the information object "<1> Individual message" is selected.
The individual message then appears in the right-hand window as
"IEC870_01M_SP_NA [001]".

Also add the message "< 9> Measurement, normalized" and the individual
command "<45> Individual command".

If you now highlight the message "IEC870_01M_SP_NA [001]" in the bottom
right-hand window, a variable for the message can be created after the item
"SPI [BOOL]". Name the variable "Product_Request®.

In this example no further variables are to be interrogated for this message, so
the ticks must be removed after the following items:
BL [BOOL], SB [BOOL], NT [BOOL] and IV [BOOL].
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FF PLC Configuration

E--Hardware configuration - ;
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<12» Measured value, scaled value with CP24Time2a tin
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<14 Measured value, short floating point with CF24Time . Code
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<1B> Integrated totals with CP24Time2a time tag
<30 Single-point with CPSETime2a time tag

31> Double-point with CPSET ime2a time tag Eaatic
34> Measured value, nomalized value CPEETimeZa tim
<35> Measured value, scaled value with CPEETime2a tir

<36> Measured value, short floating point with CPSET ime I % 1.00.01
< 37> Integrated totals with CPSETime2a time tag

<45 Single command
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O1h_SP_MA [001]
| 09k _ME_Ma [001)
ECE70_45C_SC_MA (001)

<4 DEL

i
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Fig. 26: Message settings - serial

In the case of the information object settings for "< 9> Measurement,
normalized”, the variable for an analog value, e.g. "Temperature”, must be
specified after the item NVA[INT]. In this example the other options for
entering variables can be ignored and the ticks removed.

The variable "Valve2_open" must be entered in the command settings for the
individual command "<45> Individual command" in the box "SCD (BOOL)"
variable.

The commands and messages are automatically generated in a new module by
pressing the "Generate Code" button.

Changes must be made in the task configuration so that the standard program
module (PLC_PRG) is also called and processed for the newly generated
module. The task configuration can be found on the "Resources" tab.

The priority and the cyclic interval (call) for programs generated by the
configuration generator ("IEC60870_ServerPRG_1 104 (PRG)" and
"InitAction™) can also be set here.
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Fig. 27: Task configuration serial

Next create a new task. To do this, click on "Task configuration™ with the
right mouse button and select "Add task" from the context menu. A new task
will now be created and immediately opened for the settings to be made. The
name "PLC_PRG", for example, can be entered under Name in Task
Properties. The call interval "Cyclic" can be selected and a time of "t#20ms"

set.

Click on the newly created task with the right mouse button and select "Add
program call” from the context menu.

The new task will be created. The program (PLC_PRG) can now be selected
in the input box on the right with the help of the button with the three dots.
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2.5 Creating a Program

The program "PLC_PRG" must now be opened from the "Modules” tab and a
simple program created in the instruction section; e.g., as shown below.

||| E|@)]oef]E]|m|50] * |E[E|5[] 0= ] ] wE oo

0ot PROGR&M PLC_PRG
3 POUs n00ZvAR
I[ECE0870_ServerPH| | DO03EMD_WAR
il FLC PRG (PRGNS ]
AND
Star- Froduct_Requirament
Valel_Closed
(s
GT
Temperatural o Malel _Open
3004
000z
DIMT_TO_IMT
Temperature! - Temperature
0004
ValveZ_Up ValveZ_Oper;

Fig. 28: The program

When the test program has been compiled without errors, it can now be loaded
into the PLC.

The compilation is started via "Project = Translate all".

The project can now be saved under "File" - "Save"
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2.6 Downloading the Program to the 750-872 Controller

Click "Online™ - "Communications parameters" in the menu and create a
new communications channel. Select "TCP/IP" (3S TCP/IP driver).

Enter the IP address of your coupler (e.g., 192.168.0.3) under “Address*.
Enter 2455 as the port. The transport protocol is TCP. Confirm your entry by
clicking "OK".

Make sure that the simulation is deactivated.
You can now transfer the program via "Online” = "Login".

Start the program via "Online™ - "Start".
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3 Simulation

Load the demo version of WinPP101 and WinPP104 from the website
http://www.ppfink.de/ = "Products" and then select the tool.

After downloading, install the software according to the instructions which are
also available on the website.

The central processor and/or the outstations can be simulated using the tool.
The communication can also be logged with this tool.

3.1 Simulating Telecontrol via Ethernet (TCP/IP) with the
WinPP104 Program

Start the WinPP104 program.

Eie Mode Hend Miew Pammslerite Filse  Help 20 00 -
~ | Emceived  Ecror Tranmmicted| Ereor | Status | IF Pactner  |Cl-,Js—Port Functiom
Rac/Te 1 [ 1 1% a.1 424 ks
Rae/Te & 1] 1] o a 0.0.0.0 « 0 aff
fnline Hessages, Logical, with time, with link
Cflng Dinlited rreassages Lesg Ater OA Dhipt ke 0N Log Loghkgd Tewl BepTewd oy

Fig. 29: WinPP104 start screen

The following settings must first be transferred under "Parameter setting” -
"General parameters" as can be seen in Fig. 29.
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Simulating Telecontrol via Ethernet (TCP/IP) with the WinPP104 Program

General parameters x|

—Message parameter

Structure common address | 16
Structure object address | 24
Yalue normalized for 100% | 32767

—File transfer
File addressing by IW
Time out[s] IE—
Selectfirstfile off -
10 file off 5
Max size of Log file [MB] |WD
Data directory I CA\Dokumente und Einstellunc _I

[~ Summertime flag in lists, command responses
™ Substituted time flag in lists. command responses

I~ Transmitall datato Transmitter 1 and 2

6];8 Cancel Help

| 16 bit e.g. 16 = unstructured, 10-6 = structured

Fig. 30: General settings WinPP 104

When these general parameters have been entered, the parameters for the
appropriate partner can be specified. These are reached via "Parameter

setting™ - "Receiver/Transmitterl...".

First of all, the function of the PC must be defined. In this example, the
program is intended to simulate the central processor, so "Central processor"
must be selected after the item "Function”. The IP address will be added
automatically. The IP address of the 750-872 controller (192.168.0.3) must be
entered after the item "IP address of partner station”. The other values can

remain unchanged as can be seen in the illustration below.

Eunction (TR -
|F addiess padnes slalion mﬁﬁ_ﬁ—u
Eor numbes BT (Sener) l"‘-’Jd—
10 Time-out connect establ [5] IB‘E—‘_.
1L Tima-out wait of ACK [z] |r—
1E Sand acknowledges afar [5] '.IZ

13 bl Time-oul or best frames (5] [T—
k Mo APILIs without ACK e
w Latest ACK atier rec. wAFDLs lﬁ—
Mex ransm message [Engih IEF—
Copymand, ic. parm. meg IWE]

ok | _ gemcal | Heln |

| Belact with mousscick. blank or cursor

Fig. 31: Receiver/Transmitter settings WinPP104
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Simulating Telecontrol via Ethernet (TCP/IP) with the WinPP104 Program

The settings are incorporated into the program by pressing the "OK" button.

The simulation can be started by clicking the ™ button.

All signals from the outstation (WAGO Controller 750-872) to the central
processor (PC) are now displayed when their values change.

Commands from the central processor to the station can be simulated. These
can be executed under "Parameter setting™ - "Telegrams*“ - "B individual
command with date ...".

[® Message 11 parameterize, right click=load/save file: x|
Message designation | Single command
Transm. instigation by | Operation ;l Typen IU_
Msg. to be sent how often |1— Transm. I‘I_
W'ait time after transmission |D
Type | 45=Single command ;i
Cause [T Test T Neg | B=activatian ;I
Crriginator address ID
Commaon address |D
Object address o i’
1 Command state |1 ﬂ
2 Command type [TISIE |3—
x Transmit Ok Cancel Help
|D..nn ~0.nn-0.nn=0.nn-0.nn-0.nn F12 oder rechts Klick = Liste

Fig. 32: Parameterizing a command WinPP104

In the newly started window the "Type" must be set to "45=Individual
command* and "2 Command recognition™ must be set to 3" (continuous
command).

Command recognition can be set from "0" - "31". The values "1" = short, "2"
= long and "3" = continuous are of interest for individual commands. The time
is set in CoDeSys on the "Resources" tab under "Controller configuration* -
highlight "IEC 60870-5 config [VAR]“ - highlight "IEC 60870
configuration” on the right-hand side under "Execution time".

The station and object address can be seen from CoDeSys on the "Resources™
tab under "Controller configuration* = highlight "IEC 60870-5 config
[VAR]* on the right-hand side.

In this case it is the No. 65793 from the command "IEC870_45C_SC_NA
(001.001.001 = 65793)".
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£ [ECB0870 Konfiguration

D W IECEOS70_Server! 04 (001.000 = 1]

<< DEL

Generate
Code

LR

Export #<bL

Fig. 33: Detail of system controller

The command is sent to the station (Controller 750-872) by clicking
Send and the digital output 2 is permanently energized.

3.2 Simulating Telecontrol via the Serial Interface with the
WinPP101 Program

Start the WinPP101 program.

W winP Pl - SeTelstl = =0l x|
Bz Mode Send Wiew Parsmetzrze Filer  Halp 20 9209 "=

i Rzoeived Error Transmitted Ecror L-Reo L-Tr CON| Baud Funotion Frocedure

iEEcJTI: 1 (2] o a =) = = 1 S&500 | Baster urde 1 s e

jE:cJT: 2 o o o ] - - - 19200 8 Monitoring | unbalsnpos

Dnline Messages, logical, with time, with limk

OHine | Onlre messngas .wg fitar O Cutput Shee Of Log: Loglgl [Tant ExTestl cav

Fig. 34: WinPP101 start screen

The General Parameters must be set first. To do this, go to "Parameter setting"
- "General...".

The settings can be made in the new window as can be seen in Fig. 34.
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Simulating Telecontrol via the Serial Interface with the WinPP101 Program

x

—hieszage parameter
Length of link address | 0 = not present j
Criginator address | not present j
Structure commaon address I 8
Structure object address | 16
Yalue normalized for 100%: | 32767

—File transfer
File addressing by | narme=with Dutsubdirej
Time out [g] [ 41
Select firstfile [ off =l
D file [ off =l
Mawx size of Log file [MB] | 10
Data directony I CADokumente und Einstellunc _I

[" Summertime flag in lists, command responses

I Substituted time flag in lists, command responses

oK | Cancel | Help |

|1-2000 MBytes

Fig. 35: General parameters WinPP101

Next the parameters for the function of the central processor must be entered.
The window for setting the parameters is reached via "Parameter setting" ->

"Receiver/Transmitterl...".

The illustrations show the settings necessary for this example.

x|

Fage 1 | Page 2 |

Function | kastar j
Transmission mode | unbalanced = polling j
Link address I 1

Cyele time Polling [ms] | 200

Direction bit (halanced) | COne j
Use of single character E5 I as ack. rec.+transm. j
Tywpe cyclic RTU Call | Data type 2 j
Camrmand, ic. param. msg | not confirrmed j
Spikes beforefafter message | display j
Display changes of [Coch DSk [ CTS

aK Cancal Help

|Elalanced: 1 address, unbalanced: max 15 addresses. eq.: 15 23

Fig. 36: Receiver / Transmitter settings Page 1 WinPP101

wAacGo'
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x
Page 1 P3992|
Log file comrment |
COM Fort to receie/transmit | Com ;I
Beud, Parity, Data | 9600  =||Even ~|f8 -||1 -]
e transm. message length | 250
YWaittime for ACK [ms] | 287
Mumber of ransm. repetitions I 1
Cycle time req. link status [sec] | 5
Transmission delay by [ms] |D
Function BTS signal | 0 antransmission, DTR=L|
Leading time RTS [ms] [0
Trailing time RTS [ms] [0
(8] Canhcel | Help
|1 -100 secs

Fig. 37: Receiver / Transmitter settings Page 2 WinPP101

The settings are incorporated into the program by pressing the "OK" button.

The simulation can be started by clicking the ™ button.

All signals from the outstation (WAGO Controller 750-872) to the central
processor (PC) are now displayed when their values change.

Commands from the central processor to the station can be simulated. These
can be executed under "Parameter setting” = "Telegrams* = "B individual
command with date ..."

In the newly started window the "Type™ must be set to "45=Individual
command* and "2 Command recognition™ must be set to 3" (continuous
command). The object address can be seen from CoDeSys on the "Resources
tab under "Controller configuration* - highlight "IEC 60870-5 config
[VAR]" on the right-hand side.
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Message 11 parameterize, right dlick=load/save file.

Message designation |Einze|befeh|

Transm. instigation by I Operation vI Typen |U
hsg. to be sent how often |1 Transm |1

‘hait time after transmission ID

Transmission procedure | Send/Confirm LI
Link address | 1 LI
Type | 45-=IEC-104_Single command  +]
Cause ™ Test ™ Meg | f=activation j

Station address

|1
Object address | 1-0-0 jl
1 Command state | 1 él
2 Command type IC SE 3

* Transmit Ok Cancel Help

| 0-31. 1=shorcmd,, 2=long cmd., 3=continuous cmd.

I Important !!!

Fig. 38: Command specification and confirmation that the command has arrived at the
controller

All entries made in the parameter settings must be identical to the data in
the CoDeSys program!!!

wAacGo'
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4 Appendix
4.1 Application Data Structure

$ t

TYPE IDEMTIFICATION DATA LUNIT

VARIABLE STRUCTURE TYPE
QUALIFIER

DATA UNIT CALISE OF TRANSMISSION
ICENTIFER

-] CAUSE OF TRANSMISSION |

COMMON ADDRESS OF
AsDU

COMMON ADDRESS OF
] 5 ASDL

INFORMATION OBJECT
AFPLICATION ADDRESS

SERVICE | INFORMATION OBJECT | INFORMATION ORJECT
DATA UNIT : ADDRESS i IDENTF IR

| INFORMATION OBJECT |
i ADDRESS 7
SET OF INFORMATION
[Y1E 1%

TIME TAG ms
| TIMETAG ms | N er
TIME TAG ms QRIECT

= TIME TAG min

INF CRMATION OBJECT

I |

EEH

per systam
INFORMATION OBJECT n WVarlable

¥ per ASDL

Fig. 39: Application data structure

ASDU:
Telegram data unit

Common ASDU address:
The ASDU station address consists of an address part and one or more
information objects
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4.2

Transmission Procedures

Difference between Symmetrical and Asymmetrical

_"'\\ /" STATICN A
¢ Connection C-:-nne-::t ion
[ Layer {7 Layer |
Y Primary Secondary |
\\Directi-:_n;;/' \\Irectmn
PR =D -""'!j Frid=0
PRt = PRI - ﬁ'
Receiver Sender
DIR=0 DiR=1
Gender Receiver
FRAM =1 t iy PRAf- 1. PRI=0
-
,él"unem}y" u:unnectu:un Y
Layer l Lawer 1
-. Secondany | Primary
\\I?lreetu:-’n/’ '\Ellrec't an
™ STATION B

Fig. 40: Symmetrical transmission procedures of the primary and secondary connection layer

/ nnemQ\

STATION A

oot

JConnection -,Jl"'--
| Layer |
\ Secondary |

\&=

Layer only primary function
Primary 'H-.h of connection layer
erect x'"x.. available
- .,
ey
-
e,
PRl = ZT PR =1 1
Receiver Sender
Sender Receiver
PR =10 PRl = 1d___.--"J
-

anly secondary function
of connection layer
awailable

STATION B

Fig. 41: Asymmetrical transmission procedure, primary and secondary station
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Explanation of the Set-Up Options for an Information Object

4.3 Explanation of the Set-Up Options for an Information

Object

I i
-

Base parameters IEC BDB70 - Config | j
|Address Info-Objects (410 1..211..3] 1

Repeat Time H30m

5P BOOL) Product Information W Automnatic variable declaration

BL (BOOL) [ Autornatic variable declaration

SE (BOOL) [T Automnatic variable declaration

NT [BODOL) [ Automatic variable declaration

I [BOOL) [~ Automatic variable declaration

< 1> Single-point information
< 2> Single-paint information with CP24TimeZa time tag

< 3> Double-paint information

< 43 Double-paint information with CP24Time2a ime tag
< 9> Measured value, nomalized value

<10> Measured value, nomalized value with CF24T ime2
<11 Measured value, scaled value

<12 Measured value, scaled value with CP24Time2a tir
<13 Measured value, short flaating point value Generate
14> Measured value, short floating point with CP24Time . Code
15> Integrated totals

870 Konfiguration

CBO870_Server1 01 (001.001 = 257)
a70_O1M_SP_MA [001]

IECS70_03M_ME_MA (001)

gt [ECEF0_45C_SC_Ma (001)

ADD >

<< DEL

Fig. 42: Information object settings

Address Info Object [A|01]..2]..3]:
Is the message address, which can be up to 3 bytes long

Repeat Time:
Is the time when the master polls the se message in order to check whether it
is still working and what the current value is.

SPI (BOOL) = single point information:
Specifies the function variable.

BL (BOOL) = Blocked / Not blocked:

The value of the information object is blocked for the transmission; the value
retains the state that was detected before it was blocked. A block may be
applied and removed by a local interlock or automatic system, for example.

SB (BOOL) = Substituted / Not substituted:
The value of the information object is specified by an operator's input (load
distributor) or by an automatic system.

NT (BOOL) = Not Topical / Topical:
A value is topical when the most recent update was successful. It is not topical
if it has not been updated or made available in a defined time period.

IV (BOOL) = A value is valid when it has been correctly measured. If the
measuring function detects abnormal conditions at the information source
(missing or non-functional measuring units), the value is identified as being
invalid. The value of the information object is not defined under these

WAGO-I/O-SYSTEM 750
Telecontrol Quick-Start Manual
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Finding Incorrect Address Information with CoDeSys

conditions. The identification "invalid" is used to inform the target that the
value may be wrong and must not be used.

OV = Overflow / No overflow:
The value of an information object is outside a predetermined range (used
mainly for analog values)

Intermediate equipment may change the quality identifiers BL, SB, NT and
V.

e.g.:

BL: If an intermediate device blocks the transmission of an information
object, it must set the quality identifier BL. Otherwise it must pass on the
quality identifier BL as received from the lower level.

SB: If an intermediate device replaces the value of an information object, it
must set the quality identifier SB. Otherwise it must pass on the quality
identifier SB as received from the lower level.

4.4 Finding Incorrect Address Information with CoDeSys

The visualization produced in CoDeSys records the data traffic between the
central processor and the outstation.

If the communication does not work, for example, no values will be displayed
in the visualization. If only one information object is wrongly addressed or if
it does not answer, this can be easily traced.

wAaco'
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