WAGO~I[O~SYSTEM HEIH

Interoperability of the
WAGO IEC60870-5-101
and -104

Protocol Library

Technical Information

Version 03.06.2009

waco

INNOVATIVE CONNECTIONS I



ii « General

Copyright © 2009 by WAGO Kontakttechnik GmbH & Co. KG
All rights reserved.

WAGO Kontakttechnik GmbH & Co. KG
Hansastralie 27
D-32423 Minden

Phone: +49 (0) 571/8 87 — 0
Fax:  +49(0)571/8 87 — 1 69

E-Mail: info@wago.com

Web:  http://www.wago.com

Technical Support
Phone: +49 (0) 571/8 87 -5 55
Fax: +49 (0) 571/8 87 — 85 55

E-Mail: support@wago.com

Every conceivable measure has been taken to ensure the correctness and
completeness of this documentation. However, as errors can never be fully
excluded we would appreciate any information or ideas at any time.

E-Mail: documentation@wago.com

We wish to point out that the software and hardware terms as well as the
trademarks of companies used and/or mentioned in the present manual are
generally trademark or patent protected.

wAco WAGO-I/O-SYSTEM 750
IEC60870-5 Protocol Libraries


mailto:info@wago.com
http://www.wago.com/
mailto:support@wago.com
mailto:documentation@wago.com

Table of Contents il

TABLE OF CONTENTS

1 General COMMENLS ....coceeersuricssanncsssnssssanssssasesssassssssssssssssssssssssssssssnsssssnsssses 5
Lol SCOPE ittt e 5
1.2 SYMDOIS ceiiiiiieiieie ettt et 5
2 WAGO TEC 60870-5-101 ...ccovverrruresserssrncsesssanossassssssssssssassssasssssossassssssssasses 6
2.1 Network Configuration............ccceeeeecuierieeiiienieeieesee et ens 6
2.2 Physical Layer Transmission SPeed.........ccceevieriienieeiiienieeieenieeieenneens 6
2.3 Link Layer Transmission Procedure ............cccccveevviieenciieeniieeeniee e, 6
2.4 Address field of the LinK.........cccoeoviieiiiiieiieeee e 6
2.5 Telegram Length .........ccccooiiiiiiiiiiiiiiieeeee e 7
2.6 APPlICAtiON LaAYET.....cceeiiieiiieiiieiiecie ettt es 7
2.6.1  Common Address of ASDU ......ccccccoiieiiieeiiieeiiie et 7
2.6.2  Information Object Address ........ccoceevuerierieiiinieniinieiieeeesecieeeeeens 7
2.7  Cause Of TranSmISSION ..........cccuierieriieeriieeieeniieeteeneeeteesteeeseesseesseesaeenns 7
2.8 Process INformation...........cc.eeerieeeiiieeiiieeieeeeeee e 8
2.8.1  MoONItor DIr€CHION .....veeiiiieiiieeeiie ettt et e 8
2.8.2  Control DIr€CtioN.......ccccuvieeiiieeiiie ettt e e 9
2.9 System INformation ...........ccceeeiieiiiiiiiiiieeie e 9
2.9.1  Monitor DIr€CHION ......eveiiieeiiieeciie ettt e e 9
2.9.2  Control DIr€CtiON .......eeecuiieeiiiieeiiie ettt e e 9
B O o 11 1S ) SRS 9
2.10.1  MONItOr DIr€CHION ....ovvieiiieiiieiieeie ettt ettt ees 9
2.10.2  Control DIr€Ction .......c.ceeuveeieeiieiiiesiieeieeeie e eeee et e seee e e seeeereesenes 10
2.11 Basic Application FUNCHIONS ........cccceeeviiieiiieeiiie e 10
2.11.1  Station InitialiZation ...........cceeeviieeiiieeiieeeie e 10
2.11.2  Station INterrogation ..........cceerierieeriieniiieniieeieenieeieeseeeiee e esee e 10
2.11.3  Clock Synchronization ............cccecceeveeeviienienciienieeieesieeree e 10
2.11.4  Command TranSmiSSION ......c..eeeeueeerrvreerieeerieeesreeesreeesseeesseeesseeenns 10
2.11.5 Transmission of integrated Totals ...........cccceevieriiiniiiiiiiniieeee 11
2.11.6  Parameter 10ading ..........cceevuieiiieniieiiienieeiieeie e 11
2117 File tranSter......cceeeiieiiieeiecieceeeeeee e 11
3 WAGO TEC 60870-5-104......cocorvrereesserssnsssanssssessassssssssassssssssassssssssasssases 12
3.1  Network Configuration...........ccceecueeviieriienieniieieeieesee e 12
3.2 Physical Layer Transmission Speed.........ccccovveevrieriienieniiienieeieenreenen. 12
3.3 Link Layer Transmission Procedure ...........cccocceevviiiiniiieiniiieeiie e 12
3.4 Address field of the Link.........cccocoviiiiiiiiiiiicieece e 12
3.5 Telegram Length ........coccooiiiiiiiiiiiiiiece e 13
3.6 ApPPLication Layer......ccccoieiiieiiieiiieiiecie ettt 13
3.6.1 Common Address of ASDU ........cooovieiiiiiniiieeieeeee e 13
3.6.2  Information Object AAdIess .......ccccoeeeviriinienieriienieneeieeeeeeenene 13
3.7  Cause Of TranSmMISSION ......ceeecvierieeriienieeriieeieeteesreesieeereesaeesreensnesneeas 13
3.8 Process INfOormation...........ceeeeueeeriieeniieeriie e e 14
3.8.1  MONItor DITECION .....eeveviieiiiieeiieeeiieeeiee e e e e e e e 14
3.8.2  Control DIr€Ction........cccueeeeiieeriieiciie ettt e 15
3.9  System Information ...........ccceecuierieeiiieniieeieeie et 15
3.9.1  MoOnNitor DIr€CION .....veeviieiiieiieeiiesiie ettt ere e 15

WAGO-I/O-SYSTEM 750

| IEC60870-5 Protocol Libraries



iv « Table of Contents

3.9.2  Control DIir€Ction.........cccueieeiieeciiieeiiee e e e 15
310 Parameter......ccoccuviiiieeiiiee et 15
3.10.1  Monitor DIr€Ction ......ccccuviiiieeiiiiee et e 15
3.10.2  Control DIr€CtiON ........cccuviieeeeiiiiee ettt e 16
3.11 Basic Application FUNCHIONS ........cccoieviieniieiiiiiieeiieeie e 16
3.11.1  Station INTtialization ...........ccceeeiiiieiiieciie e e 16
3.11.2  Station INteITOZAtION .......veeevieeeiieeeiie e eeiee et ree e e 16
3.11.3  Clock Synchronization .........c..ceccceeevueeienieneriieneeneeieneenee s 16
3.11.4 Command TranSmiSSION ..........cccuereriuieerieeeeireeeereeeereeesreeesneeeesreeenns 16
3.11.5 Transmission of integrated Totals ...........ccceevieeirieniieiiieniieieeee, 17
3.11.6  Parameter 10ading ..........cccceeviieeiiiiieiiiiieciie et 17
3.11.7  File transfer........oooiveiiiiiiiiieccee e 17

wAacGo

WAGO-I/O-SYSTEM 750
IEC60870-5 Protocol Libraries



General Comments -5

1 General Comments

1.1 Scope

The following overview collects the currently supported functionalities of the
WAGO IEC60870-5 protocol libraries.

Protocol Library

WAGO IEC 60870-5-101

WAGO IEC 60870-5-104

1.2 Symbols

X

Function is supported

Function is not supported

Fonction | and it o finod inl ficat

WAGO-I/O-SYSTEM 750

| IEC60870-5 Protocol Libraries

wAacGo



6 - WAGO IEC 60870-5-101

2 WAGO IEC 60870-5-101

2.1 Network Configuration

Point-to Point

Multipoint

Multiple Point-to Point

| | A

Multipoint Star

2.2 Physical Layer Transmission Speed

100 Bit/s

200 Bit/s

300 Bit/s

600 Bit/s

1.200 Bit/s

2.400 Bit/s

4.800 Bit/s

9.600 Bit/s

19.200 Bit/s

AP R A A R A

38.400 Bit/s

2.3 Link Layer Transmission Procedure

X Unbalanced Transmission

X Balanced Transmission

2.4 Address field of the Link

X one Octet

X two Octet
structured

X unstructured

X not available

wAaco
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WAGO IEC 60870-5-101 . 7

2.5 Telegram Length

X

Maximum 255 characters (Number of Octets)

2.6 Application Layer

2.6.1 Common Address of ASDU

X one Octet

X two Octet
structured

X unstructured

2.6.2 Information Object Address

X one Octet

X two Octet

X three Octet
structured

X unstructured

2.7 Cause of Transmission

o

one Octet

two Octet

WAGO-/O-SYSTEM 750
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8 . WAGO IEC 60870-5-101

2.8 Process Information

2.8.1 Monitor Direction

<1> Single-point information

<2> Single-point information with CP24Time2a time tag

<3> Double-point information

| | A

<4> Double-point information with CP24Time2a time tag

<5> Step position information

<6> Step position information with CP24Time2a time tag

<7> Bitstring of 32 bits

<8> Bitstring of 32 bits with CP24Time2a time tag

<9> Measured value, normalized value

<10> Measured value, normalized value with CP24Time2a time tag

<11> Measured value, scaled value

<12> Measured value, scaled value with CP24Time2a time tag

<13> Measured value, short floating point value

<14> Measured value, short floating point with CP24Time2a time tag

<15> Integrated totals

SRR R AR R AR R Rl

<16> Integrated totals with CP24Time2a time tag

<17> Event of protection equipment with time tag

<18> Blocked animation of protection equipment with CP24Time2a time tag

<19> Blocked activation of protection equipment with CP24Time2a time tag

<20> Blocked single-point information with status change detection

<21> Measured value, normalized without quality identifier

s

<30> Single-point with CP56Time2a time tag

s

<31> Double-point with CP56Time2a time tag

<32> Step position with CP56Time2a time tag

<33> Bitstring of 32 bits with CP56Time2a time tag

<34> Measured value, normalized value CP56Time2a time tag

<35> Measured value, scaled value with CP56Time2a time tag

<36> Measured value, short floating point with CP56Time2a time tag

A | | A A

<37> Integrated totals with CP56Time2a time tag

<38> Event of protection equipment with CP56Time2a time tag

<39> Blocked animation of protection equipment with CP56Time2a time tag

<40> Blocked activation of protection equipment with CP56Time2a time tag

wAaco WAGO-/O-SYSTEM 750
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WAGO IEC 60870-5-101

2.8.2 Control Direction

<

<45> Single command

o

<46> Double command

<47> Regulating step command

<48> Set point command, normalized value

<49> Set point command, scaled value

<50> Set point command, short floating point value

<51> Bitstring of 32 bits

A A R A

<64> Bitstring of 32 bits with CP56Time2a time tag

2.9 System Information

2.9.1 Monitor Direction

X

<70> End of initialization

2.9.2 Control Direction

s

<100> Interrogation command

<101> Counter interrogation command

<102> Read command

<103> Clock synchronization command

<104> Test command

<105> Reset process command

<106> Delay acquisition command

<107> Test command with CP56Time2a time tag

2.10 Parameter

2.10.1 Monitor Direction

<110> Parameter of measured value, normalized value

<111> Parameter of measured value, scaled value

s

<112> Parameter of measured value, short floating point value

<113> Parameter activation

WAGO-/O-SYSTEM 750
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10 - WAGO IEC 60870-5-101

2.10.2 Control Direction

<120> File ready

<121> Section ready

<122> Call directory, select file, call file

<123> last section, last segment

<124> Acknowledge file, acknowledge section

<125> Segment

<126> Directory

2.11 Basic Application Functions

2.11.1 Station Initialization

Remote Initialization

2.11.2 Station Interrogation

X

Global

Group 1 ... Group 16

2.11.3 Clock Synchronization

X

Clock synchronization

2.11.4 Command Transmission

o

Direct command transmission

o

Direct setpoint-command transmission

Select and Execute command

Select and Execute setpoint command

No additional definition

Short command execution time

Long command execution time

| ] A

persistent command

wAaco
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WAGO IEC 60870-5-101 - 11

2.11.5 Transmission of integrated Totals

Counter read

General request counter

Counter restore with reset

A ] A

Counter restore without reset

Counter reset

Request counter group 1

Request counter group 2

Request counter group 3

Request counter group 4

2.11.6 Parameter loading

Threshold value

Smoothing factor

low limit for transmission of measured values

high limit for transmission of measured values

2.11.7 File transfer

Transmission of files in monitoring direction

Transmission of files in command direction

WAGO-/O-SYSTEM 750
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3 WAGO IEC 60870-5-104

3.1 Network Configuration

Poi Poi

oo

Multiolo Poit toPoi

Mot S

3.2 Physical Layer Transmission Speed

3.3 Link Layer Transmission Procedure

Unbal LT o

| l .

3.4 Address field of the Link

wAaco

WAGO-I/O-SYSTEM 750
IEC60870-5 Protocol Libraries
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3.5 Telegram Length

- : 255 ol (Number of Octets)

3.6 Application Layer
3.6.1 Common Address of ASDU

- one-Oectet

two Octet

structured

A A

unstructured

3.6.2 Information Object Address

- ene-Oectet

- two-Oectet

X three Octet

structured

X unstructured

3.7 Cause of Transmission

- one-Oectet

X two Octet

WAGO-I/O-SYSTEM 750 wWAaGo
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3.8 Process Information

3.8.1 Monitor Direction

X <1> Single-point information

i ~ Sinelopoint information with CP24Timeza i

X <3> Double-point information

i Doublo point informationwith CP24TimeZa &

<5> Step position information

_ . iomind . i P4 Time2a b
X <7> Bitstring of 32 bits

i o Bitstrine of 32 bits with CP24 Timeza i

X <9> Measured value, normalized value

i : value. izod value with CR24Timeza

X <11> Measured value, scaled value

i .Y | valuesealod value swith CP24Time2a t

X <13> Measured value, short floating point value

<20> Blocked single-point information with status change detection

<21> Measured value, normalized without quality identifier

s

<30> Single-point with CP56Time2a time tag

s

<31> Double-point with CP56Time2a time tag

<32> Step position with CP56Time2a time tag

<33> Bitstring of 32 bits with CP56Time2a time tag

<34> Measured value, normalized value CP56Time2a time tag

<35> Measured value, scaled value with CP56Time2a time tag

<36> Measured value, short floating point with CP56Time2a time tag

A | | A A

<37> Integrated totals with CP56Time2a time tag

<38> Event of protection equipment with CP56Time2a time tag

<39> Blocked animation of protection equipment with CP56Time2a time tag

<40> Blocked activation of protection equipment with CP56Time2a time tag

wAaco WAGO-/O-SYSTEM 750
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* 15

3.8.2 Control Direction

<

<45> Single command

o

<46> Double command

<47> Regulating step command

<48> Set point command, normalized value

<49> Set point command, scaled value

<50> Set point command, short floating point value

<51> Bitstring of 32 bits

A A R A

<64> Bitstring of 32 bits with CP56Time2a time tag

3.9 System Information

3.9.1 Monitor Direction

X

<70> End of initialization

3.9.2 Control Direction

X <100> Interrogation command
X <101> Counter interrogation command
<102> Read command
X <103> Clock synchronization command
- <}04=TFest-command
X <105> Reset process command
j 16 Del oy |
<107> Test command with CP56Time2a time tag

3.10 Parameter

3.10.1 Monitor Direction

<110> Parameter of measured value, normalized value

<111> Parameter of measured value, scaled value

s

<112> Parameter of measured value, short floating point value

<113> Parameter activation

WAGO-/O-SYSTEM 750
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16 = WAGO IEC 60870-5-104

3.10.2 Control Direction

<120> File ready

<121> Section ready

<122> Call directory, select file, call file

<123> last section, last segment

<124> Acknowledge file, acknowledge section

<125> Segment

<126> Directory

3.11 Basic Application Functions

3.11.1 Station Initialization

Remote Initialization

3.11.2 Station Interrogation

X

Global

Group 1 ... Group 16

3.11.3 Clock Synchronization

X

Clock synchronization

3.11.4 Command Transmission

o

Direct command transmission

o

Direct setpoint-command transmission

Select and Execute command

Select and Execute setpoint command

No additional definition

Short command execution time

Long command execution time

| ] A

persistent command

wAaco
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3.11.5 Transmission of integrated Totals

Counter read

General request counter

Counter restore with reset

Counter restore without reset

AR A A

Counter reset

Request counter group 1

Request counter group 2

Request counter group 3

Request counter group 4

3.11.6 Parameter loading

Threshold value

Smoothing factor

low limit for transmission of measured values

high limit for transmission of measured values

3.11.7 File transfer

Transmission of files in monitoring direction

Transmission of files in command direction

WAGO-/O-SYSTEM 750
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